
APPENDIX P - JNET SUPPORT ESCALATION LEVELS TABLE
Summary
This document defines the JNET Service Desk processes and support procedures for all JNET Service Desk calls and emails. 

To contact the JNET Service Desk, please call the JNET Service Desk telephone number listed on the JNET Contacts page.
Business Hours
Business Hours: Monday through Friday, 7:00 A.M. through 5:00 P.M.

Service Desk Ticketing

1. The Service Desk will receive a service request from email, phone, walk-ins or direct ticket submission.
2. A Service Desk agent will document the request in ServiceNow and work with the customer to resolve the problem, question or issue.  If the Service Desk agent can resolve the problem, the ServiceNow ticket is closed. 
3. If the Service Desk agent cannot resolve the problem, the ServiceNow ticket is forwarded to the appropriate level 2 support group.  
4. If level 2 corrects the problem they will assign the ServiceNow ticket back to the Service Desk as resolved. The Service Desk will then verify that the problem is resolved with the customer and close the ticket.
5. If the issue cannot be resolved it will be escalated to the JNET Service Lead who will coordinate with the Application Support Manager and Application Development Manager to determine next appropriate steps. 
Daily Communications
The Service Desk agents will send a morning and end of shift status report which includes information forwarded from Application Support, email and voicemail volumes, ticket details for tickets over 7 days, and any issues or incidents affecting users. The status reports are sent to the Service Desk Report distribution list. 

The Service Desk Staff, Service Desk Lead and Applications Support on-call individual will meet every work day at 11:30 AM to discuss any issues.
Samples of issues that are resolved by the tier one level 1 Service Desk are:

· Resolving connectivity problems that various users may have accessing the JNET environment.
· Assisting users with forgotten password, locked accounts or One Time Passcode Issues.

· Identifying the Sponsor, Registrar, or JTAC for a particular user, county or agency.
· User access or security role questions or issues.
· Explaining application functionality to users.

· Assisting users in working with and managing the JNET notifications system.

· Monitoring application availability and reporting application outages to JNET staff.

Application Outages / Emergencies
In the event an emergency has been identified, the Service Desk Lead and the Application Support Manager will be notified immediately. Service Desk agents are responsible for reporting the scope and impact of application outages, including:

· The number of calls or emails received.

· Is the outage impacting all users or is it limited to a specific subset (from an agency.
· The impact on related applications or systems. 

The JNET Service Desk will work with JNET management to ensure that agency or system specific escalation procedures are followed. 
Typical Service Desk escalation requirements include:

· Posting outages on the JNET portal.

· Updating the JNET Service Desk automated greeting.

· Advising JNET business and data partners of the outage.

· Contacting specific users, sponsors, registrars, or JTAC’s of the outage.

· Working closely with the JNET Application Support team to validate fixes.

Emergency Resolution
At the direction of the JNET Service Desk lead, Application Manager, or Communication Manger, JNET Service Desk agents will redact or update all messages, announcements or communications relevant to the emergency outage. 
Service Desk agents will contact any impacted users with outstanding tickets to advise them of the resolution. All appropriate ServiceNOW tickets will be closed.
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